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ANALYSIS

Internet Use and Cyber Security in Russia

Keir Giles, London

Abstract

Intensive use of social media by an expanding population of Russian internet users gives rise to acute con-
cern among the Russian security structures. This follows examples of facilitation of regime change by means
of social media during the Arab Spring. At the same time, both the political impact of online activism, and
the extent of measures taken by the authorities to mitigate it, have been exaggerated. Opinions on the nature
and role of cyber security, and even on what to call it, vary widely within the Russian leadership, giving rise
to confused policy. The release of a promised Cyber Security Strategy may bring some clarity.

Internet Use in Russia

The maxim that everything you read about Russia is both
true and untrue at the same time is just as applicable to
Russia’s relationship with cyberspace as to other, more
traditional domains. Contradictions abound not only
between public policy on cyber security and actual prac-
tice, but also between the multiple public policies them-
selves. A perception in some quarters of draconian cen-
sorship and heavy-handed regulation needs to be placed
in the perspective of the internet’s relative liberality spill-
ing over into other media; and focus on the internet as
a dangerous political enabler for Russians needs to be
set in the context of most users being primarily inter-
ested in its social and economic benefits.

Internet use in Russia continues to burgeon. A solid
majority of Russian citizens are now internet users, and
usage continues to spread rapidly beyond the original
core of younger urban dwellers into other demographic
groups. Importantly for Russian state security concerns,
social media use is intensive, with 82% of internet users
active on social media according to one 2012 poll, and
usage “near-universal” among 18-24-year-olds accord-
ing to another. Much-quoted figures from 2011 ranked
Russians second in the world after Israel for time spent
online in social networking.

The earlier perception that online media were far less
significant than television and print is no longer valid.
After a period of relative neglect, leading businessmen
(including those with close ties to the current leadership)
have acquired controlling stakes in key Russian inter-
net resources over recent years. Equally, television exec-
utives have suggested that a recent increased flexibility
and willingness to air controversial topics is an attempt
to slow the trend of younger Russians abandoning tele-
vision for the internet.

The Internet as Threat

Just as in other nations, the majority of Russians feel
the effect of the internet in economic and social terms
rather than as a political enabler. The intense attention
given to the role of the internet in facilitating protests

against election results in 2011-12 masked two impor-
tant factors. First, in almost all cases where the inter-
net is used to mobilise public opinion, even in cases of
highly-publicised grass roots activism, the main bene-
fits are improvement in very topical and local situations
rather than mounting any kind of challenge to higher
authority. Second, the internet gives a political voice to
all factions, not just to activists for liberal democracy.
Nonetheless, some sectors of the authorities are deeply
concerned. In addition to frequent statements voicing
alarm at the presence of material online which would
be illegal in any country, a staple of commentary by the
Russian security services regarding social media is the
threat they pose to society as a whole.

The language used when describing the social media
problem is often emotive. According to Leonid Reshet-
nikov, director of the Russian Institute of Strategic Stud-
ies (RISI) and a former SVR deputy director, the “con-
scious or unconscious destruction of all traditional
ways of life is taking place” thanks to social media. As
expressed by Maj-Gen Aleksey Moshkov of the Min-
istry of Internal Affairs in late 2011, “social networks,
along with advantages, often bring a potential threat to
the foundations of society”. Naturally, foreign forces are
alleged to be at work, as noted in commentary on social
media by FSB First Deputy Director Sergei Smirnov
in early 2012: “New technologies are used by Western
secret services to create and maintain a level of contin-
ual tension in society with serious intentions extending
even to regime change.”

This alarm voiced by the security services is not a new
concern that has arrived with the rise of social media,
but a persistent narrative since the first public debates
on the subject in the mid-1990s, when the internet as a
whole was described by the FSB as a threat to Russian
national security. A consistent argument since that time
has been that Russian connection to the “world infor-
mation space... is impossible without the comprehen-
sive resolution of the problems of information security”.

The view that political change in North Africa after
the Arab Spring came about as a result of a Western
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information warfare and cyber conspiracy, which could
now be implemented against Russia, fed into suspicion
of foreign orchestration at the time of the election pro-
tests, and was subsequently vindicated by analysis of
the role of social media in the Libyan civil war. These
showed that social media can be used not only for the
espionage, subversion, and circumvention of commu-
nications restrictions suspected by Russia’s security ser-
vices, but also for other instruments of regime change
up to and including supplying targeting information for
airstrikes. Assessment of Russian concerns over “misuse”
of social media needs to be placed in the context of this
perception of existential threat.

Security Responses
The most prominent visible trends in Russian cyber pol-
icy both domestically and internationally are bound up
with attempts to mitigate this perceived threat.
Domestically, a number of largely short-lived initia-
tives such as the “Ring of Patriotic Resources” and the
“School of Patriotic Bloggers” have recently given way to
targeted investment in analysis of social media and both
automated and human content influencers. In addition,
some state-linked media are planning significant expan-
sion into online operations, attracting existing journal-
istic talent from other outlets with offers of impressive
salaries. The acquisition of key stakes in major websites
by the Kremlin-friendly businesses noted above gives the
authorities potential leverage over their content.
A number of new laws govern internet usage. Both
a July 2013 law on protection of intellectual property
online, and the July 2012 “internet blacklist” law setting
up a “Single Register” of websites blocked because they
are deemed threatening to minors, have been painted by
activists and foreign media as state efforts to introduce
internet censorship on ostensibly economic and moral
grounds—including, potentially, censorship of social
media outlets. But fears of sweeping powers to remove
offending content from the internet, if not misplaced,
are perhaps mistimed: these powers were already avail-
able to the Russian authorities through a number of
legal and regulatory routes. Under the Federal Law “On
Police” of 2011, ISPs can be instructed to shut down an
internet resource on suspicion of providing “conditions
which assist the commission of a crime or administrative
violation”, with no requirement for the police to seek a
court order. And according to Russian domain name
regulations, “the Registrar may terminate the domain

name delegation on the basis of a decision in writing”

by a senior law enforcement official—again, with no
requirement for judicial oversight.

Despite allegations that the Single Register has been
used to censor or stifle views critical of the government,

the loudest criticism comes from those who note that
it is a blunt instrument whose flawed implementation
has serious unintended consequences—as, for instance,
blocking YouTube because a zombie make-up instruc-
tion video is wrongly identified as promoting self-harm,
or rendering Yandex unavailable for almost 30 minutes
in late April 2013 due to its being accidentally added
to the Register.

These criticisms are often directed at the Ministry
of Communications, as the body with ultimate super-
visory authority for the Register. The Ministry response,
far from the hard line that critics of Russia often assume,
is that it is asking the internet industry to self-regulate,
and the Single Register is a mechanism for this—and
furthermore, the Ministry should not be blamed as it
is only implementing a Federal Law rather than its own
regulations.

This passing the blame is symptomatic of a split not
only between different departments in the Russian gov-
ernment and security structures, but even within indi-
vidual ministries. Officials from bodies including the
Ministry of Foreign Affairs, the Ministry of Internal
Affairs, the Ministry of Communications, the Federal
Security Service, the Security Council and the Presi-
dential Administration (the latter two, voiced through
their academic offshoots, the Institute of Information
Security Issues and the Russian Institute for Strategic
Studies respectively) make apparent policy statements
on the role of the internet, and in particular on the lim-
its to freedom of expression there, which are mutually
contradictory. For this reason and others, commercial
entities in Russia eagerly await the promised release of
a new Cyber Security Strategy, which it is hoped will
clarify at least some of the more controversial issues.
Unusually and perhaps uniquely among Russian strate-
gic documentation, this is being drafted by something
approaching a true “multi-stakeholder” group, under
the chairmanship of a Federation Council senator and
including representatives of industry.

Internationally, Russia continues to promote its
vision of global agreement on principles of information
security. This long-running campaign saw a sudden
intensification of effort in late 2011, producing both a
Draft Convention on International Information Secu-
rity and (jointly with China and others) an International
Code of Conduct for Information Security introduced
in the United Nations.

The provisions of these documents raise two points.
First, they are at odds with Western principles in some
of their key areas such as “national information space”
(also described as network sovereignty), state manage-
mentand governance of the internet, and the threat from
hostile content as well as hostile code. Second, they are
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also dissonant with the everyday work of Russian com-
mercial internet service providers and domain name
authorities, who on a daily basis work to ensure the free
and unobstructed flow of information across national
borders simply because this is how the internet presently
works in real life, as opposed to how some sections of
Russia’s security elite would wish it to work. Neverthe-
less, the extent of international support for Russia’s ini-
tiatives needs to be considered seriously, not only from
like-minded neighbours in the CSTO and SCO, but
from a range of other states not normally thought of as
major cyber actors but who share Russian and Chinese
concerns over the destabilising potential of the internet.

Case In Point—VK

The line between well-intentioned regulation and offi-
cial interference with the intent to suppress freedom of
expression is sometimes indistinct. The case of VK (for-
merly VKontakte), with a leading position in Russian
social media and a managing director with a history of
resistance to pressure by the security services, is instruc-
tive. VK’s daily visitor numbers approach the figures that
watch state-owned Channel One TV. Following earlier
closures of Russian file sharing websites in response to
intellectual property protection initiatives, VK became
recognised as a prime location for exchanging pirated
music and films. But after the signing of the July 2013
anti-piracy law, VK mounted a brisk deletion campaign,
ending its attraction to many users as a forum for free
circulation of copyright material.

Since the new law renders the website owner liable
for copyright breaches, this could be read as a straight-
forward business response to limit liability. But the speed
and thoroughness of the response has also been inter-
preted as a response to mounting pressure on founder
Pavel Durov, including not only the change in stake-
holders in his company, but also apparently unconnected
events such as a police raid on VK premises in April
2013 after Durov was accused of injuring a police offi-
cer while driving a car he supposedly does not possess.

About the Author

As with traditional media in earlier times, direct cen-
sorship of internet resources could be superfluous when
other forms of messaging are available to the authorities
to encourage compliance.

Conclusions
The announcement at the time of writing that Russian
security structures were buying typewriters to avoid elec-
tronic interception is in fact nothing new. Despite caus-
ing excitement by being linked in the media to disclo-
sures of the capability and reach of NSA and GCHQ,
in reality it reflects a persistent and long-standing acute
perception of the risks involved in online activity and
the fact that the internet presents vulnerabilities as well
as opportunities. Yet confusion over the nature of cyber
security within the Russian leadership arises in part from
the security services applying old information security
principles to a new reality. The dissonance between this
security approach, and that of the industry and ordi-
nary users with an entirely different perception of cyber-
space, finds expression in differences in the descriptive
language used. This is demonstrated by an ongoing
confrontation between the old concepts of “informa-
tion security” as espoused by the security services and
some sections of the Ministry of Foreign Affairs, and
“cyber security”, the term used by industry, users, and
Foreign Minister Lavrov among others. In addition, it is
clearly reflected in the inability of the Russian language
to express some libertarian foreign concepts, leading to
inelegant calques and barbaric direct borrowings such as
mul tisteykkhol’derizm for a multi-stakeholder approach.
Meanwhile, the nature of control of freedom of
expression online in Russia is more subtle and nuanced
than the heavy-handed censorship often described over-
seas, and it would be misleading to claim that the sole
aim of recent legal initiatives is to suppress dissent. For
the time being, most Russian internet users remain
unconcerned at the prospect of interference with their
online activity.

Keir Giles is an Associate Fellow of Chatham House and Director of the Conflict Studies Research Centre.
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ANALYSIS

@Russia.com: Online & Offline Protest

Maxine David, Guildford

Abstract

As online activism in Russia has combined with offline activism in the form of street protests, questions have
been asked about whether we are witnessing a societal awakening that will result in widespread political and
social change. More questions remain, however, about how representative protest has been or whether it is
restricted to the comfortable urban middle classes. In the meantime, the state response has been swift and
repressive, instilling fear amongst ordinary Russians and demonstrating capacity to extinguish the reform-
ist agenda. This article looks at online demographics in Russia and what they mean for offline protest and

political reform.

In the years since the so-called Arab Spring, the role
of social media in bringing about social and politi-
cal change has been much considered. Questions have
also been asked about the likelihood of Russia under-
going the same kind of transformation, symbolic of
widespread disappointment in the West about the tra-
jectory of Russia’s political development. Such ques-
tions have become all the more salient since the autumn
2011 announcement of then Prime Minister Putin that
he and President Medvedev would be switching places
in the next electoral cycle. This was the catalyst for the
well-organised and well-attended street protests that
took place in December 2011 following parliamentary
elections, in March 2012 following presidential elec-
tions and on the eve of Putin’s (re)inauguration as Pres-
ident in May 2012. Crucial to organising and gaining
momentum for all the protests were the tools provided
by social media, particularly Twitter and the very pop-
ular Russian equivalent of Facebook, VK. But to what
extent can social media really act as tools of change in
Russia and how deeply does their usage penetrate into
Russian society?

This article identifies the range of social media avail-
able to and in use by the protest movement in Russia,
looking particularly at demographic data in order to
determine the extent to which online activity is repre-
sentative of the Russian population as a whole. Such an
analysis is necessary if we are to understand the likeli-
hood of protest leading to long-term change in the polit-
ical and social life of Russia.

Theorising Online Activism

The internet’s main contribution for social movements
lies as a source of information, especially on less main-
stream media issues. Additionally, it provides a forum
through which protest can be organised and political
views expressed. The communicative and mobilisation
potential of the internet for social movements is undis-
puted. Equally referenced but more problematic is the
identity-building capacity of the internet, important

if protest is to be sustained and consistent. The inter-
net now performs the same function as urbanising pro-
cesses did in previous eras, bringing together seemingly
unconnected groups of people into a single space, facili-
tating the building of an understanding of the extent of
shared situations and concerns. There are limits to the
internet’s potential, however, it is not an effective tool
for building trust or resolving conflict: vital functions
if divisions between groups are to be overcome.

While the internet is often seen as ungoverned (and
ungovernable), in fact, various societal groups—gov-
ernment, NGOs, researchers and private businesses'—
compete to determine the types of rules and norms that
will preside. Russia is currently negotiating this space,
but operating under high levels of state interference and
in an environment where the government has a deep
interest in ensuring its domestic digital divide is main-
tained. In the battle to shape the governing rules and
to establish a firm presence online, finance is an impor-
tant variable for it is often the wealthier organisations
that use online potential most effectively. Again, theo-
retical arguments about the importance of finances to
effective use of the internet and social media are sup-
ported in the Russian case where it has been the rela-
tively well-off, urbanised middle classes who have been
the voice of online (and offline) protest to date. How-
ever, this is a fact that has not gone unnoticed and un-
manipulated by Putin and his supporters.

Where online activities are designed to bring about
political and social change, they must be supplemented
by offline activism that brings groups together in person.
This appears to be well understood by Russian activists.
Protests in Moscow and St Petersburg and beyond were
largely organised and advertised online but had their
greatest impact in respect of the numbers they drew and
their sustained (between December 2011 and May 2012)
nature. As a result, images of enormous (uncharacter-

1 Ernest] Wilson (2005) “What Is Internet Governance and Where
Does it Come From?, Journal of Public Policy, 25 (1) 29-50.
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istically so for Russia) numbers were conveyed—often
via social media—to the world for a number of months.?

The BBC News Correspondent in Moscow at the
time, Daniel Sandford, referred to the December 2011
protests as being “in many ways a political reawaken-
ing” for Russia. The real questions, though, were who
was awoken and what would the government do about
it? This political reawakening, after all, actually had
roots in the online world of blogs and tweets of gov-
ernment opponents, long prior to the December 2011
street protests. However, these opponents were, and are,
not necessarily representative of Russia as a whole. Dig-
ital divides exist across borders certainly but also within
them and they are not restricted to differences in wealth.
Demographic data on use of social media reveals other
cleavages too in respect of which parts of society are
online or not, effectively suggesting the online world is
a divided and elitist one.

Online Demographics

That there is a digital divide in Russia becomes very
clear from even the most cursory review of relevant data.
June 2012 figures for internet usage in Russia show a
penetration of 47.7%.? This is low compared to Euro-
pean states such as Germany with 83% penetration and
Poland with 64.9%. Overall, Russia accounts for just
13.1%" of internet usage in Europe, unimpressive con-
sidering relative population figures. It is worth remem-
bering, however, that Russian use of the internet has
undergone exponential growth in the twenty first cen-
tury. In 2000, only 2.1% of the population were inter-
net users, by 2007 that figure had risen to0 20.8%, 32.3%
in 2009, and it is now near the 50% mark.’

Within these figures, there are large societal divides.
2011 data shows that only 20% of VK users are women,
the vast majority of users are between 25 and 44 (approx-
imately 80%), approximately only 11% earn under
$25,000 and 40%+ are educated above high school,
with over 90% educated to high school level.® Educa-
tional divides can be overcome; there is much evidence
to show that organisations can function as educators

2 Numbers are notoriously difficult to verify but for the December
2011 protests, for instance, theguardian reported protest organ-
isers as saying 120,000 participated, the police as saying 29,000
and Security sources 80,000. The BBC reported an estimate of
50,000, calling it the largest protest since the fall of the Soviet
Union.

3 Internet World Stats (2013a) Internet Users in Eurape. http://www.
internetworldstats.com/stats4.ntm. Data collected from Nielsen Online,
ITU, Facebook, GfK and “other reliable sources”.

4 ibid

ibid

6 Ignite Social Media (2012) http://www.ignitesocialmedia.com/social-

N

media -stats/2012-social-network-analysis-report/.

for the use of digital media but there is not an obvious
way of overcoming the other aspects relating to lack of
properly representative online activity without political
will on the part of the government.

Further limits to a fully representative protest move-
ment exist inasmuch as the internet may be most useful
as a source for mobilising those who are a/ready inter-
ested in politics and activism and has lictle utility in
turning people rowards that area of interest and activ-
ity. This is extremely significant in the context of a state
like Russia where a civil society is in the early stages of
emergence. It is for all these reasons that it is common
to refer to a “digital divide”, a divide which is as evi-
dent in Russian society as elsewhere. While it is true
that this divide should not be seen as insurmountable,
the chances of the divide being closed at all swiftly in
the Russian case look slim.

Notwithstanding recent growth, and bearing in
mind potential discrepancies in statistics, it is safe to
say that half of the Russian population currently does
not use the internet. Given the state monopoly of the
press and television, the lack of connectedness of so
many ordinary Russians creates enormous problems for
any opposition movements that: seek to elicit wide-rang-
ing support for political change; offer alternative sources
of information; or try to counter mis-information and
government propaganda. Even when considering the
percentage of the population that 7s connected to the
online world, the numbers who rely on the internet as
their primary or even secondary source of reference for
news is very low. Television remains, overwhelmingly,
the most important source of information. 84% of those
polled for Levada Centre’s annual report for 2010-2011
cited either Russian state or private television channels
as their first main source of news.” Only 6% first cited
the internet. Figures for the internet rose to 11% when
respondents were asked for their second reference but
this still compares unfavourably to a combined second
reference for state and private television of 46%.

The digital divide is highly significant in that it gives
room for the government to argue the opposition move-
ment in Russia is not representative of the population
and therefore lacks legitimacy. This has carved out room
for a harsh response.

Protest and the State’s Response

The state response to street protest has been swift and
repressive in nature. It has acted to deter protesters from
mobilising by detaining large numbers of them and
then undertaking judicial proceedings against small

7 Levada Analytical Centre (2012) Russian Public Opinion 2010—
2011. http://en.d7154.agava.net/sites/en.d7154.agava.net/files/Levada2011Eng.pdf.
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(to date) numbers of protestors in a fashion reminiscent
of the show trials of the soviet era. The recent convic-
tion and then unexpected release on bail of opposition
leader Alexei Navalny is only the most high profile case.
Other well-known names against whom cases have been
brought include Sergei Udaltsov and Leonid Razvoz-
zhaev. A case more calculated to scare ordinary people
into silence, however, is the Bolotnaya trial, brought in
June 2013 against twelve ordinary protestors for their
part in the May 2012 Bolotnaya Square protests. Leg-
islation has also been pushed through the Duma that
effectively criminalises protest.

The state has reverted to other methods familiar from
soviet times, salami tactics to divide the different parts
of society in an attempt to isolate and neutralise the
opposition. These latter methods so far seem to have
real potential for success. With the digital divide, and
protests largely restricted to western Russia and its big
metropolises, Putin has gone on the offensive, charac-
terising opposing voices as belonging to an ungrateful
middle class, hypocritical in their protest against their
privileged lifestyle itself paid for by the conscientious
working classes and by a government against whose pol-
icies they now protest.

The response to online protest has been more com-
plex. Authoritarian states have largely elected until now
to try and limit the penetration of external actors into
their own states, including shutting down access to the
internet at key moments in an attempt to close regions
or even the entire country to outside communications.®
Citizens of certain states are, however, more vulnerable
than others to their state being able to “pull the plug” on
their online activities. Most cited as a key factor here is
the number of internet providers, and mechanisms for
connecting to the outside. However, a far more impor-
tant consideration in assessing the capacity of any state
to adopt a wholesale closure of the internet is the number,
diversity and security of physical paths.” In fact, Russia
looks fairly resilient on both counts, which may explain
the relatively sophisticated strategies that the state has
undertaken to date to control internet usage. Rather
than the heavy repression undertaken by its neighbour,
China, it has opted largely for “second- and third-gener-
ation techniques such as legal and technical instruments
and national information campaigns to shape the infor-
mation environment and stifle dissent and opposition”.*?

8 China2009, Iran 2009 and 2012, Syria 2012 and 2013, to name
but a few.

9  Richard Chirgwin (2012) Internet shut-down easier than you
think in some countries Zhe Register http://www.theregister.co.uk
/2012/12/04/kill _switch_analysis_renesys/.

10 OpenNet Initiative (2010) Russia https://opennet.net/research/profiles/

russia.

The latter have extended to somewhat mischievous tac-
tics being employed: for instance, Navalny was in early
2012 a victim of a fake interview with Voice of Amer-
ica, during which he was quoted as making deroga-
tory comments about opposition activists. Speculation
has been rife that this was a state-sponsored fake, engi-
neered by the FSB.

The internet can therefore be as effective a tool for
the incumbent administration as for opposition activists.
But it is not only the internet, more traditional forms
of communication are also susceptible to attack. Open
Democracy has speculated widely that the FSB and
other pro-Kremlin groups have intercepted telephone
calls and made illicit recordings of anyone suspected of
being unfriendly to the Kremlin. Indeed, SORM (Sys-
tem for Operative Investigative Activities) gives a num-
ber of intelligence and law enforcements agencies in Rus-
siaa right to intercept information. Experiences include
the tapping of Gennady Gudkov’s, Deputy Chair of the
Duma’s Security Committee, telephone; Boris Nemtsov,
transcripts of whose private conversations have appeared
online; as well as those of diplomats from the UK and
USA, the UK’s Deputy Consul General in Ekaterinburg
being forced to resign after footage of him with pros-
titutes was made public. It has been widely speculated
that the FSB was responsible for the filming and circu-
lation of such footage.

Concluding Remarks

The benefits of the internet and social media for social
movements are clear and largely unarguable. They pro-
vide a platform for dissemination of information, for
organising offline protests and can be used to build
a sense of shared identity, the latter extremely impor-
tant in divided societies. Social media and the internet
play a vital role also in publicising any state activities
that breach internationally agreed principles of what
constitutes appropriate state behaviour. Coupled with
offline activities, online activism can be an important
step in the road to achieving desirable change, even
transformation.

But major problems exist for those secking to bring
about change in Russia. Most effective, perhaps, is the
fear generated by the state clampdown on street protest
and protestors, which deters dissenters from publicly
showing their dissatisfaction. The appearance of only
small numbers of protestors in turn legitimates state
discourse which argues the vast majority of the popu-
lation is content with the status quo. Even where more
orthodox routes to change are followed by individuals,
the state moves quickly to make an example of them,
the case for the popular Mayor of Yaroslavl, Yevgeny
Urlashov, who in July 2013 was arrested on corruption
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charges. Such arrests cannot fail to have their effect on
ordinary people, forcing them to question their own vul-
nerability to arrest if even prominent activists and pol-
iticians are not immune. The second problem is one of
disinterest. So far, the opposition has remained largely
confined to the middle classes and there has been a fail-
ure to unite the majority of Russians behind a single
cause. The digital divide (with little prospect for bridg-
ing this in the short term), coupled with a continued
reliance on state-monopolised media for news means the
galvanising benefits of social media are not felt nearly
widely enough. Thus, fear, apathy and disinterest com-
bine to work against the opposition’s reforming agenda.
For reform-minded Russians, therefore, offline
activism might not be the immediate answer. To date,
the larger street protests have been successful in rais-
ing awareness externally of Russia’s domestic problems.
But they have also provided an opportunity for the Rus-
sian state to send a message about what happens to those
who dare to protest openly. It is far less clear that the
same tactics will work with online activism. Certainly, a
range of remedies is available to the Russian authorities
and they are using some of these. However, a sustained
attempt to restrict services internally is particularly dif-

About the author

ficult, except for the big market leaders, which explains
the ‘accidental’ Kremlin blocking of VK recently. But
otherwise, monitoring and reacting to an increasing
number of websites and other online sources will require

the state to direct a good deal of its resources that way
for a sustained period of time. In any case, in imposing
restrictions, Russia leaves itself open to a good deal of
attention and criticism from domestic and foreign crit-
ics. That it is sensitive to this issue is demonstrated by
the rhetoric of justification employed, essentially a dis-
course of securitisation, which points to the need to pro-
vide a secure online environment to protect vulnerable

groups in society and to counter terrorist and extremist
threat. Apart from the threat to its legitimacy that such

criticism brings, the government runs the risk of alien-
ating the kind of market entrepreneurs that the coun-
try needs and which it has begun to attract. After the

Navalny verdict, for instance, the Russian stock mar-
ket suffered major losses. While such dips are often

short-term, any pattern of losses inevitably affects the

attitudes of investors and the market. Online activism

may therefore continue to be the best tool available to

reformers in Russia.
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OPINION POLL

Internet Use And Attitudes Towards Illegal Downloading

Figure 1: What Are Your Sources for News in the City, Country, And the World?

(%, several answers possible)
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* In the June 2013 poll for all of Russia, this answer was “television” instead of “state television canals”
Source: representative polls by Levada Center in Moscow and Russia 4—8 July 2013 and in June 2013, respectively, published on 15 July
2013 on http://www.levada.ru/15-07-2013/istochniki-informatsii-moskvichei

Figure 2: Do You Use the Internet, And If Yes, How Often?* (%)
0 10 20 30 40 50 60

Every day/practically every day**
Several times per week**

Approximately once per week

Two to three times per month ® Moscow, July 2013

Russia, April 2013

Approximately once per month
Less than once per month
Never

41

Don't know

**This question was formulated as follows in the April 2013 Russia poll: “Do you use the internet (apart from e-mail), and if yes, how often?”
** In the April 2013 Russia poll, the answers “every daylpractically every day” and “several times per week” were combined into one answer
Source: representative polls by Levada Center in Moscow and Russia 4—8 July 2013 and in April 2013, respectively, published on 15 July
2013 on http://www.levada.ru/15-07-2013/istochniki-informatsii-moskvichei
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Figure 3: Do You Visit “Social Network Services” on the Internet? If Yes, How Often? (%)
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Source: representative polls by Levada Center in Moscow and Russia 4—8 July 2013 and in October 2012, respectively, published on 15
July 2013 on http://www.levada.ru/15-07-2013/istochniki-informatsii-moskvichei

Figure 4: Which “Social Network Services” Do You Visit? (%)
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Source: representative polls by Levada Center in Moscow and Russia 48 July 2013 and in October 2012, respectively, published on 15
July 2013 on http://www.levada.ru/15-07-2013/istochniki-informatsii-moskvichei
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Figure 5: Distribution of Actual Visits to Social Media Sites (June 2012—June 2013) (%)
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Note: Whereas the public opinion poll documented above shows how many people use specific social media ar all, the statistics used for this
Jfigure measure how often specific sites have actually been visited. Thar means the opinion poll counts users (independently of how often
they visit the respective site), while the statistics count visits (many of which may come from the same person).

Source: data taken from http:/gs.statcounter.com/#social_media-RU-monthly-201206-201306-bar. Statistics for Russia are based on coverage of

more than one hundred million page views per month, see http://gs statcounter.com/sample-size/StatCounterGlobalStatsAug12_SampleSizeCountry-
Breakdown.csv

Figure 6: What Is Your Attitude Towards the Law Penalizing Illegal Downloading of Copy-
righted Materials: Films, Books, And Music? (%)
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Source: representative polls by Levada Center 23-27 May 2013, published on 18 June 2013 on http//www.levada.ru./18-06-2013/otnoshenie-
k-zakonu-o-zashchite-avtorskikh-prav
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